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Overview

The Dynamic DNS Client by SiteDevelopersWarks with many of the mogtopular dynamic DNS

services to link a domain name to your dynamic IP address. This allows you to host web sites, FTP sites,
email servers or most other internet service$he client is available in three versions: desktop, service

and lite.

Desktop

Thedesktop version functions only when the program is actively running on the Windows desktop. The
RSa102L) OSNEAZ2Y Ydzald o6S aidlNISR Ylydatfte 2N AG OF
it automatically start when you log into the Windows oatng system.

Service

The service version is a true Windows service, which means that it will automatically start each time the
computer is booted. With the service version you do not need to keep the user interface running all the
time on the desktop. TéDynamic DNS Client will continue to operate even when the user interface is
closed. The service version does not require a person to be logged into the desktop for it to function.
This is the most popular and recommendeatsion.

Lite
The lite version &s the same fuctionality and features of theasktopversionexcept for the following
restrictions:

Only one service can be configured at a time.

No support for custom events (email, ftp and executing a program)
No support for updating of desktop backgrad.

1 No support for automatically minimizing at startup.

=A =4 =4

The lite version also includes a splash screen that cannot be disabled.




Supported Dynamic DNS Service Providers
The Dynamic DNS Client supports the following dynamic DNS service providerswhdsames familiar
with the HTTP protocol can create their own plago use service providers not already supported.

www.dyndns.org
www.zoneedit.com
www.2mydns.com
www.easydns.com
WWW.Mmyip.us
www.namecheap.com
WWW.No-ip.com
www.regfish.com
www.registerfly.net
www.sitelutions.com
www.staticcling.org
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http://www.dyndns.org/
http://www.zoneedit.com/
http://www.2mydns.com/
http://www.easydns.com/
http://www.myip.us/
http://www.namecheap.com/
http://www.no-ip.com/
http://www.regfish.com/
http://www.registerfly.net/
http://www.sitelutions.com/
http://www.staticcling.org/

Installation
Prior to installing the Dynamic DNSe@tiyou should uninstall any prior versions and verify that your
system meets the requirements listed below.

System Requirements
9 Operating System:
0 Windows Server 2003

Window Server 2008
Windows Server 2008 R2
Windows XP
Windows Vista

0 Windows 7
1 Microsoft .NET Framework version 3.5 or higher
9 Broadband Internet connection
1 Anaccount with a supported dynamic DNS service provider

o O O ©

Installing the Dynamic DNS Client

The Dynamic DNS Client is distributed in a Windows installer file format (.M8tate the dowrdaded
installer file and double click it to begin installation. Follow the on screen prompts to complete the
installation.

Starting the Dynamic DNS Client

During the installation of the Dynamic DNS Client a new folder dajledmic DNS Client .NET iBdit
will be created in youall programssection of your start menu. Inside that folder you will find a
shortcut to the Dynamic DNS Client application.

Clicking on the Dynamic DNS Client shortcut will launch the applications user interface thattes used
configure theO t A Seyfiig@and to monitothe dynamic DNS service update status. If you are using
the desktop version of the client it is important to understand that service updates will only occur when
the user interface is actively running the Windows desktop. Users of the service version can close
the user interface at anytime and the client will still monitor your computers IP address and make
updates to the dynamic DNS service providers when necessary.




'Preferencesl Accounts | Events | Service | Help | Logging |

— System Information
Computer Name Action |P Address
\Waiting

— Status
Status | Service Name | Last Update | Last 1P

Figure 1 - First Launch of the Dynamic DNS Client

The first time you launch the Dynamic DNS Client it will automatically detect your cofyiuter y' I Y S
will use a web based IP detection process to determine your computers true Internet address.

Across the topf the Dynamic DNS Client you will see a set of tabs. Each tab provides access to a
specific function of the Dynamic DNS Client. You will find complete details on each of the tabs later in
this manual.

Configuring Preferences

The Dynamic DNS Client afenanypreferences which can be configured for your specific need.
Clicking on the preferences tab at the top of the Dynamic DNS Client will display the available options.
After making changes to the preferences you needlick on the save buttoto have them saved and
activated by the client.
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[ ™
) Dynamic DNS Client For Windows N_LE (5 |

Status | I Fu:cuurrtsl Events I Service I Help I Luggingl
—IP Detection —Service Updates
" Standard Corfigure | Auto Refresh Days I_EE
&+ Web Configure |
" UPnP
Offline IP {0.0.0.0
— Prowxy Server
Prowy Server I lsername I
Port I Password I
—Background —MSM Messenger
[T Enable background Font Size |12 Usemame I
Font Color: Background Color: Pa==word I
Background d
—Miscellansous <
[~ Minimize on startup [~ Minimize on [¥] click il
Ornline Offline About | Exit |

Figure 2 - Dynamic DNS Client Preferences

IP Detection
The Dynamic DNS Client offers three options for IP detection which can be configured from the
preferences tab.

1 Standard; Theclient will determine your current IP address by reading it directly from the
computer@ network adapter. This method only return a valid Internet address if the computer
is hooked directly to the Internet.

f Webc The client will utilize "8 party web sie scripts to determine your true Internet address.
This is the most common option for computers that are behind a roukkis is also the
recommend method for most users.

1 UPNR; The client will attempt to locate an Internet router using the UPnP pratotf
successful, the client will retrieve the public Internet address of the router.

If you choose to use either the standard or web based IP detection methods you will need to complete
additional configuration steps below.




Standard IP Detection
To onfigure the standard IP detection method click on the configure button located next to the option.
Follow the on screen wizard to complete the configuration.

Web IP Detection

To configure the web IP detection click on the configure button located etkiet option. You will be
presented with a listing of currently configuretf Barty IP detection sites with options to add or modify
the listings.

— lg

IP Detection websites are reguired in order to obtain your
current public internet address when running behind a
device such as a firewall or personal router.

Below are your currently configured detection sites.

http://www lawrencegoetz .com/programs/ipi Edit
http://www ipchicken.com/
http://ipid shat net/iponly/

Figure 3 - Configuring Web IP Detection

To add a new IP detection site or toitean existing site click on the add or edit button and then follow
the on screen wizard. To delete a site from the list, choose the site and click the delete button. You
will be asked to confirm the deletion.

Hint: If your router has a status page & shows your current Internet address you can add it to the
web based IP detection site list. Once you have this configured you may remove the other IP
detection sites. This will reduce the load on the remote servers and will eliminate the neetidor t
Dynamic DNS Client to frequently request data through your Internet connection.

Offline IP

You can use the Dynamic DNS Client to set your dynamic DNS domain name(s) to a specific IP address
gKSYy @2dz OK22a$S (2 aSi O ke IPGddesydu wishyfo ugednftie bfingS¢ Y 2
IP box.




Proxy Server

The Dynamic DNS Client is compatible with most proxy servers. If you are behind a proxy server, specify
the server name, port and login credentials in the appropriate boxes. If ymwateehind a proxy

server you should leave these fields blank.

Background

The Dynamic DNS Client can create a custom desktop background that shows your current computer
name and Internet address. Place a check in the Enable Background box to activisattine. You
canmay alsaconfigure the font size, font color, and baaokgnd color that will be used for the

background. If you specify an existing image the Dynamic DNS Client will overlay the computer name
and IP address on the image using thecsiied font size and color.

Service Updates

Some of the dynamic DNS service providers automatically purge domain names that have not been
updated within a set number of days. To prevent your domains from expiring, the client will
automatically send an ufate at the specified interval to the service provider even if your Internet
address has not changedlhe default value is 28 days. It is recommended that you do not change this
setting unless directed by your dynamic DNS service provider.

MSN Messenger

The Dynamic DNS Client has the ability to send out Internet address change notifications and respond to
messages via MSN messenger (also known as Windows Live Messenger). To enable this functionality
the client will need a dedicated MSN messenger actamsending and receiving instant messages.

Enter in the username and password for the dedicated account in the appropriate boxes.

The Dynamic DNS Client can provide responses to incoming messages. To enable this functionality place
a check in theegpond to incoming messagéex.  After enabling this feature send an instant message

to the dedicated MSN account to see the currently available options for retrieving information about

your computer.

Note: To have the Dynamic DNS Client send out raatifons via MSN Messenger you will need to
configure an event. See the Events section of this document for more information.

Miscellaneous

Under the miscellaneous section of the preferences tab you can choose to have the Dynamic DNS
I £ A Syl Qa cedzarSuit the ynairbwiiddw minimized. You may also choose to change the
default action of the close window button.
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Accounts Tab

For the Dynamic DNS Client to be useful you will need at least one account with a supported Dynamic
DNS service providerThe accounts tab within the Dynamic DNS Client is where you add those accounts
to the client. Only active accounts in the accounts list will be updated by the Dynamic DNS Client.

—Account List

Service Name l Active l

Online Offline About Exit

Figure 4 - Dynamic DNS Client Accounts Tab

The accounts tab allows you to add, edit, delete, and copy accounts. An advanced optiogersitaxs
is available for those users who wish to try creating a custom service definitioingloiga dynamic
DNS service provider that is not currently sagpd.

Add Account

When you start the Dynamic DNS Client for the first time there will not be any configured dynamic DNS
service accounts. To add a new account click oratltdbutton; this will open up theervice
configurationwindow show below.

11



—Service Information
Service [ - |
Description

Version

Web

—Configuration

Figure 5 - Service Configuration

From the service drop down list you need to choose your dynamic DNS service provider from the list of
supported services. After choosing a service you will see the service configuration windowwipllate
general service information and configuration options.  Figure 6 shows an example of the service
configuration window after choosing the dyndns.org service.

12



—Service Information

Service -

Description
I

Version 2.0

Web  http:/www dyndns.or

—Configuration

| Property
Username

Password

“Fully Qualified Domain
Name
“Wildcard

Figure 6 - Service Configuration for DynDns.org

After choosing &ervice you need to provide a description for this account. The description will be
shown on the status tab of the Dynamic DNS Client. Place a check next in the active bwsaiitybis
serviceto beactive immediately upon saving the configuratiorXou may leave a service inactive if you
have not completed the configuration or if you want to temporarily suspend updates to the service.

In the configuration section of the service configuration window you will be presented with a series of
propertiesthat need to be set for the selected service provider. Some of the properties, such as
username and password, will require you to enter text. Other properties such as wildcard will require
you to select from a predefined list of values.

Each dynamic RS service provider requires a different set of configuration properties to be set.
Contact your dynamic DNS service provider if you are not sure what value to enter in for a property.

After you have completed the service configuration click onsténeebutton.

13



Edit Account

You may edit the properties of any configured dynamic DNS service account by choosing the account
from the accounts list and then clicking on thdit button. After completing the modifications to the
service configuration click onefsavebutton.

Delete an Account

To delete an account from the Dynamic DNS Client, choose the account from the accounts list and then
click on thedeletebutton. You will be prompted to confirm that you do wish to delete the account.

Once an account Isabeen deleted you cannot recover its settings.

Copying an Account

In some instances you may wish to make a copy of an existing account so you can make minor
modifications to the new copy to test different settings or to clone an account. Choose amafroou
the account list and then click on tle@pybutton. This will create a new service prefixed vatpy of
that is a copy of the existing account.

Services

The services option allows advanced users to create custom service definitisimpliog he Dynamic
DNS Client. Clicking on tbervicesutton will launch the service definition wizard. It is recommended
that youdo notmake changes to the default service definitions.

14



Service Wizard
intro | Gene:al]Savice]Onnne|omme|5uccess]Faaure]

Service Wizard

Create or Edit Service Definitions

Intro

The Service Wizard will step you through the process of creating a new dynamic dns service
definition or editing an existing definition

Select either new service or an existing service and click next to begin.

& New Service
" Modify Existing Service

Figure 7 - Service Definition Wizard
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Events Tab
The Dynamic DNS Client supports a few basic events that can be used to send an email, FTP a file, send
an instant message or run a progranThe currently supported events are when

1 Internet Address Changes
1 A Dynamic DNS Service is Updated Suadbssf
1 An Error Occurred During a Dynamic DNS Service Update

Events can be created, edited or deleted from the Events tab in the Dynamic DNS Client.

Status | Preferences | Accounts Events lService] Help | Logging |

—Events

\ith events you can create custom actions such as send an
email, FTP a file or run a program when specific events
occur. You can specify actions for the change IP, successful
update and failed update events.

Type | Action Enabled

Figure 8 - Dynamic DNS Client Events

The events tab shows all of the configureaets and if they are currently enabled.

16



Adding an Event

To add a new event to the Dynamic DNS Client, click oAdkdéutton. This will open up the event
editor window shown below. After making your event selections and filling out the required §alick

on thesavebutton to add the event.

l

—Ewvent
[ Enabled

[ - |

Email | FTP I Run Program I MSM I'H'Iessengerl

Email From Address |user@5umeuhere.cnm

Email To Address Iuser@sumeuhere.cum

Email Subject |Dynamic DNS Client Alert

Email Body:
The |P address for your system has changed to [ip].

SMTP Server I

SMTF Username |

SMTP Password |

You may use the [ip] and [services] tag inside of the
email body and they will be replaced with the current
system |P and status of the configured services. The
[services] tag will be empty for IF Change events.

View sll tags

Save | Cancel |

Figure 9 - Event Editor

The enable check box allows you to enable or disable defined events. Disabled events are shown in the
events list but they will not be triggered during theesption of the Dynamic DNS Client.

9 OK S@Syi A& olaSR 2y
down menu. The available event types are:

1 On Update

ALISOATAO

GNAIISNI 2NJ aideLd
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1 On Update Error
1 OnIP Change

Below the event type selection ésseries of tabs. Choose the tab for the action you wish this event to
run when the event is triggered.  Your options are:

T Emailg Send an email

1 FTR; Upload a file via FTP

1 Run Prograng Run a program on the computer

1 MSN Messenger Send an instant mesge
Email

The email action will send an email to a specified recipient when the event is triggémgdspecial tags
defined in the body of the email will be replaced with appropriate valu€ke following values need to
be defined when creating a neamail event:

Email from address

Email to address

Email subject

Email body

SMTP Server

SMTP Server Usernameot required if the SMTP server allows anonymous connections.
SMTP Server Passwerdot required if the SMTP server allows anonymous connections

= =4 =4 4 -8 4 A

FTP
The FTP action will upload a text filea remote FTP server when the event is triggerédy special
tags defined within the text file will be replaced with appropriate valugle following values need to
be defined when creating a new FTP even

FTP Server

FTP Username

FTP Password

Local File (path and filename)
Remote File (path and filename)
Use PASYV (optional)

=A =4 =4 4 =4 4

Run Program
The Run Program action will run a specified program on the computer when the event is triggered. This

allows you to exeute custom scripts or applicationsYou can use special tags in the parameters option
to pass application defined values to the program when the event is triggered. following values
need to be defined when creating a new run program event:

1 Progam (path and filename)
1 Parameters (optional)

18



MSN Messenger

The MSN Messenger action will send an instant message to a specified recipient when the event is
triggered. Any special tags in the message will be replaced with appropriate valinesfollowing

values need to be defined when creating a new MSN Messenger event:

1 Contact (MSN Contact User ID)
1 Message

Important Note: You must have enabled MSN Messenger functionality in the preferences tab of the
Dynamic DNS Client in order for the MSN Messenget &vée triggered.

Special Tags

Special tags begin with [ and end with ]. When used in an email body, FTP text file, programs
parameters or instant message they are replaced with current Dynamic DNS Client values. The
following special tags are awatille:

[ip] ¢ current detected Internet address

[services) all active services and their status (this is empty for On IP Change events)
[date] ¢ current system date

[time] ¢ current system time

= =4 =4 =4

Editing an Event
Select an event from the events list arlitk on theedit button. After making modifications to the
event click on thesavebutton to save all changes.

Delete an Event
Select an event from the events list and click ondbe&tebutton.

19



Service Tab

The service tab only appears if you aremimg the service version of the Dynamic DNS Client. This tab
will display the current service status. If you wish to stop or restart the Dynamic DNS Client you will
need to use the built in Windows service control manager found ugidar operating syems
administrator tools.

Service Status:
Stopped

Use the Windows Service Manager to start or stop the Dynamic DNS Client service.

Figure 10 - Service Tab

20



Help Tab

The help tab provides general information regarding the Dynamic DNS Client and links to online help.

Dynamic DNS Client .NET Edition

Latest News and Announcements

Dynamic DNS Client Help

Figure 11 - Help Tab

21



Logging Tab

The Dynamic DNS Client keeps a detailed log of all activities. You may clear the log at any time by
clicking on theclearbutton. If you experience any errors or problems using the Dynamic DNS Client
please contact support and provide a copy of your log.

Status | Preferences | Accounts | Events | Service | Help  Loaging I

—System Log

Figure 12 - Log Tab
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Using the Dynamic DNS Client

After you have installed and configured the Dynamic DNS Client you are ready to being using it. The
following section assumes you have at least one dynamic DNS service powvifigured in the

accounts tab.

Going Online

¢KS GSN)Y G32Ay3a 2yftAySéE YSIya KIFEIGAy3da GKS 5@yl YAO
Internet address and update all of the configured service accout& A f S a2y f Ay Sé (G(KS 5@
Client will chek for Internet IP changes every 5 minutes and will update your dynamic DNS service
providers when necessaryGoing online is accomplished by clicking on@wdinebutton located at the

bottom left corner of the Dynamic DNS Client.

[l ™
) Dynamic DNS Client For Windows N_LE oLl |

| Preferences I Accounts I Events I Service I Help I Logaing I

—System Information
Computer Name Action |F Address
Offline
—Status
Status | Service Name | Last Update | Last IP |
Online Offline About Exit

Figure 13 - Dynamic DNS Client Status

If you are on the status tab you will see your most recently detected Internet address displayed and the
current action of the Dynamic DNS Client when you cliclOthinebutton.

23



It is important to understand tat when you click th©nlinebutton it will only update the service
accounts that have been newly added or those that halcast IRdifferent than the currently detected
Internet address. This is done to meet the update abuse prevention requiremeritsteeby many
dynamic DNS service providers.

Many dynamic DNS service providers consider any update to a domain name with the same IP address
as an abusive update. Updates should only be made when the domain name is currently assigned to an
IP addresshat is different than your currently detected Internet address. If a service provider detects
that a user tries to update a domain name repeatedly with the same Internet address the account may
be blocked or deactivated.

The Dynamic DNS Client keepxkraf each update it makes to a dynamic DNS service provider;

including the date and time of the update and the Internet address. There are some instances where

@2dz YI®@ YlydzZffte dzLJRFGS Fy Lt FRRNBaa F2M F R2YIl A
those instances the Dynamic DNS Client may hawestlRhat is different than the actual IP set with

the service provider. This can cause the Dynamic DNS Client to not update the service provider after

you clickOnlinebecausehe client thinkshat the currently detected IP address matches the IP address

known by the service provider. Inthose cases you may need to force the service online.

Forced Online

In some cases you may need to override the abuse prevention system built into the DypdSiClient

and force a service online. This can be accomplished by right clicking on the service name listed on the
status tab and then clickingorced Online You will be alerted to the risk of abuse by forcing a service
online. Clickesdf you wish to proceed with the process.

Going Offline

There may be instances where you wish to update all of your dynamic DNS service providers with an
offline address when you choose to shut down your computer or take a hosted service offline for
maintenance. If you have configured an offline IP address in the preferences tab you can uSélihe
button to update all of the service providers with your defined offline IP address. Going offline will also
stop the Dynamic DNS Client from doing IP detectidro return to the online mode and have the client
resume Internet IP detection you will need to click elinebutton.

Forced Offline

Just like going online, when you choose to go offline the abuse prevention system will verify that the
dynamic DNS seice providers have not already been updated to the offline IP address. In some cases
you may need to override the abuse prevention system. You can force the system to update the
dynamic DNS services with the offline IP address by accomplished bgliggimg on the service name
listed on the status tab and then clickirgrced Offline

Status
The very first column in the services list on the status tab is the service update status. This will indicate
if the last update to the service provider wauccessful or if it failed. If a service does fail to update you

24



can double click on the service name to open up a small window that will display the last response
message received from the dynamic DNS service provider. This can help identifyratafigrrors
such as incorrect service usernames and passwords.

& g = [

Log into DynDns.Org's website

\Warning: Clicking on the above link may expose your password in
your browsers address bar or title when opening up the website.

Figure 14 - Service Report

You can also access the service report by right clicking on a service name and dRepsitigom the
menu.

Important: If an update falis due to a network condition or network failure the client will
automatically retry the update. If the update failed due to invalid credentials or domain information
then the update will not be retried.

Minimizing the Client
When you minimize the DynamDNS Client it will continue to run and monitor for IP address changes
and report back status via a colored icon in the system tray.

A green icon indicates that the Dynamic DNS Client is running properly and all of the dynamic DNS
services have been updat properly.

A red icon indicates that there is a problem with updating one or more of the configured dynamic DNS
service providers. Please review the status and log tabs for more information on the error.

Closing the Client

Closing the client will actiffierently depending on the version of the Dynamic DNS Client you are
running. If you are running the desktop version all functions of the Dynamic DNS Client will stop
operating when you close the client. If you are running the service version thenizyDalS Client will
still continue to monitor for Internet address changes and will update the services when necessary.

The service version of the Dynamic DNS Client will run whenever the computer is powered on and the
Windows operating system is loaded.o completely stop the client you will need to use the Windows
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click on the stop icon.

The desktop version of the Dynamic DNS Client will only funetieen it is actually running on the
Windows operating system desktop.

Account Configuration Example z DynDns.org
This section shows how to add an account to the Dynamic DNS Client for the DynDns.org dynamic dns
service provider.

To add a new dyndns.orgeount switch to the accounts tab and click on #uel button; this will open
up theservice configuratiowindow show below.

|9, Service Canfiguration

—Service Information
Service [ ~ |
Description

\ersion

\Web

—Configuration

Figure 15 - Service Configuration Window

From the service drop down list choose DynDns.Org. Afteysihg the service you will see the service
configuration window update with general service information and configuration options. Figure 16
shows the service configuration window after choosing the dyndns.org service.
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. Service Configuration

-Service Information -

Service -

Description
I

Version 2.0

i e—

Web  http:/www dyndns.org

Configuration
| Property
Username

Password

| Fully Qualified Domain
Name
| Wildcard

| MX

Figure 16 - Service Configuration for DynDns.org

Each account added to the Dynamic DNS Client should be given a unique short description. For this
example enter in DynDns.Org Test.

To ensure that the the account will be aetigs soon as the configuratiegsaved, place a check in the
active box.

In the configuration area there is a collection of properties directly related to the DynDns.org service
provider. You need to enter in values for most of the properties in order for the Dynamic DNS Client to
properly update the DynDns.Org service.  Below is a walkthrough of each property along with a sample
value.

1 Username ¢ This is your username registered with DynDns.ofgxample:test

1 Password ¢ Thisis the password assigned to your usernam®whDns.org. Example: test

9 Fully Qualified Domain Name ¢ Thisis the domain hame that is registered to your account at
DynDns.org. This ise domain namehat the Dynamic DNS Client will attempt to update when
the client goes online or when your Internet address changes. Exatestedyndns.org

1 Wildcard ¢ Enabling a wildcard means that all subdomains of your Fully Qualified Domain Name
(FQDN)will automaticallyresolve to the current IP address assigned to your domain name at

27



dyndns.org. For example if you have a FQDisst.dyndns.org and you have wildcards
enabled then thedomainftp.test.dyndns.orgwill also point to the same Internet address as
test.dyndns.org. If wildcard is disabled then only the specified FQDN will resolve to the IP
addressassigned to the domain at dyndosg. Example setting: Yes

1 MX¢ Thisallows you to specify an IP or DNS name of a computer that will handle incoming
email foryour FQDN. This is an optionaldielExample: mail.mydomain.com

1 Backup MX ¢ Thisindicates if the MX server specified above is only a backup mail server. This
setting isoptional. Example setting: No

After setting each of the configuration properties, click on sagebutton to add the new account to

the Dynamic DNS Client. If the username, password and fully qualified domain name argtlcerrec
DynamicdDNS Client should successful update your FQDN with your current IP address when you choose
to égo onling.
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