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Overview  
The Dynamic DNS Client by SiteDevelopers.Com works with many of the most popular dynamic DNS 

services to link a domain name to your dynamic IP address. This allows you to host web sites, FTP sites, 

email servers or most other internet services.   The client is available in three versions: desktop, service 

and lite. 

Desktop  
The desktop version functions only when the program is actively running on the Windows desktop. The 

ŘŜǎƪǘƻǇ ǾŜǊǎƛƻƴ Ƴǳǎǘ ōŜ ǎǘŀǊǘŜŘ Ƴŀƴǳŀƭƭȅ ƻǊ ƛǘ Ŏŀƴ ōŜ ŀŘŘŜŘ ǘƻ ȅƻǳǊ άǎǘŀǊǘǳǇά ǇǊƻƎǊŀƳǎ  ƎǊƻǳǇ ǘƻ ƘŀǾŜ 

it automatically start when you log into the Windows operating system. 

Service 
The service version is a true Windows service, which means that it will automatically start each time the 

computer is booted. With the service version you do not need to keep the user interface running all the 

time on the desktop.  The Dynamic DNS Client will continue to operate even when the user interface is 

closed.  The service version does not require a person to be logged into the desktop for it to function. 

This is the most popular and recommended version. 

Lite  
The lite version has the same functionality and features of the desktop version except for the following 

restrictions:  

¶ Only one service can be configured at a time. 

¶ No support for custom events (email, ftp and executing a program) 

¶ No support for updating of desktop background. 

¶ No support for automatically minimizing at startup. 

The lite version also includes a splash screen that cannot be disabled. 
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Supported Dynamic DNS Service Providers  
The Dynamic DNS Client supports the following dynamic DNS service providers.   Users who are familiar 

with the HTTP protocol can create their own plug-in to use service providers not already supported. 

¶ www.dyndns.org 

¶ www.zoneedit.com 

¶ www.2mydns.com 

¶ www.easydns.com 

¶ www.myip.us 

¶ www.namecheap.com 

¶ www.no-ip.com 

¶ www.regfish.com 

¶ www.registerfly.net 

¶ www.sitelutions.com 

¶ www.staticcling.org 

  

http://www.dyndns.org/
http://www.zoneedit.com/
http://www.2mydns.com/
http://www.easydns.com/
http://www.myip.us/
http://www.namecheap.com/
http://www.no-ip.com/
http://www.regfish.com/
http://www.registerfly.net/
http://www.sitelutions.com/
http://www.staticcling.org/
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Installation  
Prior to installing the Dynamic DNS Client you should uninstall any prior versions and verify that your 

system meets the requirements listed below. 

System Requirements  
¶ Operating System: 

o Windows Server 2003 

o Window Server 2008 

o Windows Server 2008 R2 

o Windows XP 

o Windows Vista 

o Windows 7 

¶ Microsoft .NET Framework version 3.5 or higher 

¶ Broadband Internet connection 

¶ An account with a supported dynamic DNS service provider 

Installing the Dynamic DNS Client  
The Dynamic DNS Client is distributed in a Windows installer file format (.MSI).    Locate the downloaded 

installer file and double click it to begin installation.    Follow the on screen prompts to complete the 

installation. 

Starting the Dynamic DNS Client  
During the installation of the Dynamic DNS Client a new folder called Dynamic DNS Client .NET Edition 

will be created  in your all programs section of your start menu.   Inside that folder you will find a 

shortcut to the Dynamic DNS Client application. 

Clicking on the Dynamic DNS Client shortcut will launch the applications user interface that is used to 

configure the ŎƭƛŜƴǘΩǎ settings and to monitor the dynamic DNS service update status.   If you are using 

the desktop version of the client it is important to understand that service updates will only occur when 

the user interface is actively running on the Windows desktop.    Users of the service version can close 

the user interface at anytime and the client will still monitor your computers IP address and make 

updates to the dynamic DNS service providers when necessary. 
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Figure 1 - First Launch of the Dynamic DNS Client 

The first time you launch the Dynamic DNS Client it will automatically detect your computerΩǎ  ƴŀƳŜ ŀƴŘ 

will use a web based IP detection process to determine your computers true Internet address. 

Across the top of the Dynamic DNS Client you will see a set of tabs.  Each tab provides access to a 

specific function of the Dynamic DNS Client.   You will find complete details on each of the tabs later in 

this manual. 

Configuring Preferences  
The Dynamic DNS Client offers many preferences which can be configured for your specific need.   

Clicking on the preferences tab at the top of the Dynamic DNS Client will display the available options.  

After making changes to the preferences you need to click on the save button to have them saved and 

activated by the client.   

 



8  

 

 

Figure 2 - Dynamic DNS Client Preferences 

IP Detection  
The Dynamic DNS Client offers three options for IP detection which can be configured from the 

preferences tab.  

¶ Standard ς The client will determine your current IP address by reading it directly from the 

computerΩs network adapter.   This method only return a valid Internet address if the computer 

is hooked directly to the Internet. 

¶ Web ς The client will utilize 3rd party web site scripts to determine your true Internet address.  

This is the most common option for computers that are behind a router.  This is also the 

recommend method for most users. 

¶ UPnP ς The client will attempt to locate an Internet router using the UPnP protocol.  If 

successful, the client will retrieve the public Internet address of the router.    

If you choose to use either the standard or web based IP detection methods you will need to complete 

additional configuration steps below. 
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Standard IP Detection  

To configure the standard IP detection method click on the configure button located next to the option.   

Follow the on screen wizard to complete the configuration. 

Web IP Detection  

To configure the web IP detection click on the configure button located next to the option.   You will be 

presented with a listing of currently configured 3rd party IP detection sites with options to add or modify 

the listings. 

 

Figure 3 - Configuring Web IP Detection 

To add a new IP detection site or to edit an existing site click on the add or edit button and then follow 

the on screen wizard.   To delete a site from the list, choose the site and click the delete button.   You 

will be asked to confirm the deletion. 

Hint:  If your router has a status page that shows your current Internet address you can add it to the 

web based IP detection site list.    Once you have this configured you may remove the other IP 

detection sites.   This will reduce the load on the remote servers and will eliminate the need for the 

Dynamic DNS Client to frequently request data through your Internet connection. 

Offline IP  

You can use the Dynamic DNS Client to set your dynamic DNS domain name(s)  to a specific IP address 

ǿƘŜƴ ȅƻǳ ŎƘƻƻǎŜ ǘƻ ǎŜǘ ǘƘŜ ŎƭƛŜƴǘ ƛƴ άƻŦŦƭƛƴŜέ ƳƻŘŜΦ    9ƴǘŜǊ the IP address you wish to use in the offline 

IP box. 
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Proxy Server  
The Dynamic DNS Client is compatible with most proxy servers.   If you are behind a proxy server, specify 

the server name, port and login credentials in the appropriate boxes.   If you are not behind a proxy 

server you should leave these fields blank. 

Background  
The Dynamic DNS Client can create a custom desktop background that shows your current computer 

name and Internet address.   Place a check in the Enable Background box to activate this feature.  You 

can may also configure the font size,  font color, and background color that will be used for the 

background.   If you specify an existing image the Dynamic DNS Client will overlay the computer name 

and IP address on the image using the specified font size and color. 

Service Updates 
Some of the dynamic DNS service providers automatically purge domain names that have not been 

updated within a set number of days.   To prevent your domains from expiring, the client will 

automatically send an update at the specified interval to the service provider even if your Internet 

address has not changed.   The default value is 28 days.  It is recommended that you do not change this 

setting unless directed by your dynamic DNS service provider. 

MSN Messenger 
The Dynamic DNS Client has the ability to send out Internet address change notifications and respond to 

messages via MSN messenger (also known as Windows Live Messenger).   To enable this functionality 

the client will need a dedicated MSN messenger account for sending and receiving instant messages.   

Enter in the username and password for the dedicated account in the appropriate boxes. 

The Dynamic DNS Client can provide responses to incoming messages.  To enable this functionality place 

a check in the respond to incoming messages box.     After enabling this feature send an instant message 

to the dedicated MSN account to see the currently available options for retrieving information about 

your computer. 

Note:  To have the Dynamic DNS Client send out notifications via MSN Messenger you will need to 

configure an event.   See the Events section of this document for more information. 

Miscellaneous  
Under the miscellaneous section of the preferences tab you can choose to have the Dynamic DNS 

/ƭƛŜƴǘΩǎ ǳǎŜǊ ƛƴǘŜǊŦŀce start with the main window minimized.   You may also choose to change the 

default action of the close window button. 
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Accounts Tab 
For the Dynamic DNS Client to be useful you will need at least one account with a supported Dynamic 

DNS service provider.   The accounts tab within the Dynamic DNS Client is where you add those accounts 

to the client.    Only active accounts in the accounts list will be updated by the Dynamic DNS Client. 

 

Figure 4 - Dynamic DNS Client Accounts Tab 

 

The accounts tab allows you to add, edit, delete, and copy accounts.  An advanced option called services 

is available for those users who wish to try creating a custom service definition plug-in for a dynamic 

DNS service provider that is not currently supported. 

Add Account  
When you start the Dynamic DNS Client for the first time there will not be any configured dynamic DNS 

service accounts.  To add a new account click on the add button;  this will open up the service 

configuration window show below. 
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Figure 5 - Service Configuration 

From the service drop down list you need to choose your dynamic DNS service provider from the list of 

supported services.   After choosing a service you will see the service configuration window update with 

general service information and configuration options.    Figure 6 shows an example of the service 

configuration window after choosing the dyndns.org service. 
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Figure 6 - Service Configuration for DynDns.org 

After choosing a service you need to provide a description for this account.  The description will be 

shown on the status tab of the Dynamic DNS Client.   Place a check next in the active box if you want this 

service to be active immediately upon saving the configuration.    You may leave a service inactive if you 

have not completed the configuration or if you want to temporarily suspend updates to the service. 

In the configuration section of the service configuration window you will be presented with a series of 

properties that need to be set for the selected service provider.   Some of the properties, such as 

username and password, will require you to enter text.   Other properties such as wildcard will require 

you to select from a predefined list of values. 

Each dynamic DNS service provider requires a different set of configuration properties to be set.  

Contact your dynamic DNS service provider if you are not sure what value to enter in for a property. 

After you have completed the service configuration click on the save button. 
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Edit Account  
You may edit the properties of any configured dynamic DNS service account by choosing the account 

from the accounts list and then clicking on the edit button.   After completing the modifications to the 

service configuration click on the save button. 

Delete an Account  
To delete an account from the Dynamic DNS Client, choose the account from the accounts list and then 

click on the delete button.   You will be prompted to confirm that you do wish to delete the account.   

Once an account has been deleted you cannot recover its settings. 

Copying an Account 
In some instances you may wish to make a copy of an existing account so you can make minor 

modifications to the new copy to test different settings or to clone an account.   Choose an account from 

the account list and then click on the copy button.   This will create a new service prefixed with copy of 

that is a copy of the existing account. 

Services 
The services option allows advanced users to create custom service definition plug-ins for the Dynamic 

DNS Client.   Clicking on the services button will launch the service definition wizard.   It is recommended 

that you do not make changes to the default service definitions. 
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Figure 7 - Service Definition Wizard 
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Events Tab 
The Dynamic DNS Client supports a few basic events that can be used to send an email, FTP a file, send 

an instant message or run a program.   The currently supported events are when: 

¶ Internet Address Changes 

¶ A Dynamic DNS Service is Updated Successfully 

¶ An Error Occurred During a Dynamic DNS Service Update 

Events can be created, edited or deleted from the Events tab in the Dynamic DNS Client. 

 

Figure 8 - Dynamic DNS Client Events 

The events tab shows all of the configured events and if they are currently enabled. 
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Adding an Event  
To add a new event to the Dynamic DNS Client, click on the Add button.   This will open up the event 

editor window shown below.   After making your event selections and filling out the required fields click 

on the save button to add the event. 

 

Figure 9 - Event Editor 

The enable check box allows you to enable or disable defined events.   Disabled events are shown in the 

events list but they will not be triggered during the operation of the Dynamic DNS Client. 

9ŀŎƘ ŜǾŜƴǘ ƛǎ ōŀǎŜŘ ƻƴ ŀ ǎǇŜŎƛŦƛŎ ǘǊƛƎƎŜǊ ƻǊ άǘȅǇŜέΦ   /ƘƻƻǎŜ ƻƴŜ ƻŦ ǘƘŜ ŀǾŀƛƭŀōƭŜ ǘȅǇŜǎ ŦǊƻƳ ǘƘŜ ŘǊƻǇ 

down menu.    The available event types are: 

¶ On Update 
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¶ On Update Error 

¶ On IP Change 

Below the event type selection is a series of tabs.   Choose the tab for the action you wish this event to 

run when the event is triggered.    Your options are: 

¶ Email ς Send an email 

¶ FTP ς Upload a file via FTP 

¶ Run Program ς Run a program on the computer 

¶ MSN Messenger ς Send an instant message 

Email  

The email action will send an email to a specified recipient when the event is triggered.   Any special tags 

defined in the body of the email will be replaced with appropriate values.   The following values need to 

be defined when creating a new email event: 

¶ Email from address  

¶ Email to address 

¶ Email subject 

¶ Email body 

¶ SMTP Server 

¶ SMTP Server Username ς not required if the SMTP server allows anonymous connections. 

¶ SMTP Server Password - not required if the SMTP server allows anonymous connections. 

FTP 

The FTP action will upload a text file to a remote FTP server when the event is triggered.   Any special 

tags defined within the text file will be replaced with appropriate values.  The following values need to 

be defined when creating a new FTP event: 

¶ FTP Server 

¶ FTP Username 

¶ FTP Password 

¶ Local File (path and filename) 

¶ Remote File (path and filename) 

¶ Use PASV (optional) 

Run Program  

The Run Program action will run a specified program on the computer when the event is triggered.   This 

allows you to execute custom scripts or applications.    You can use special tags in the parameters option 

to pass application defined values  to the program when the event is triggered.   The following values 

need to be defined when creating a new run program event: 

¶ Program (path and filename) 

¶ Parameters (optional) 
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MSN Messenger 

The MSN Messenger action will send an instant message to a specified recipient when the event is 

triggered.  Any special tags in the message will be replaced with appropriate values.  The following 

values need to be defined when creating a new MSN Messenger event: 

¶ Contact (MSN Contact User ID) 

¶ Message 

Important Note:  You must have enabled MSN Messenger functionality in the preferences tab of the 

Dynamic DNS Client in order for the MSN Messenger event to be triggered. 

Special Tags 

Special tags begin with [ and end with  ].   When used in an email body, FTP text file, programs 

parameters or instant message they are replaced with current Dynamic DNS Client values.   The 

following special tags are available: 

¶ [ip] ς current detected Internet address 

¶ [services] ς all active services and their status  (this is empty for On IP Change events) 

¶ [date] ς current system date 

¶ [time] ς current system time 

 

Editing an Event  
Select an event from the events list and click on the edit button.  After making modifications to the 

event click on the save button to save all changes. 

Delete an Event 
Select an event from the events list and click on the delete button.   

  



20  

 

Service Tab 
The service tab only appears if you are running the service version of the Dynamic DNS Client.   This tab 

will display the current service status.   If you wish to stop or restart the Dynamic DNS Client you will 

need to use the built in Windows service control manager found under your operating systems 

administrator tools. 

 

Figure 10 - Service Tab 
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Help Tab 
The help tab provides general information regarding the Dynamic DNS Client and links to online help. 

 

Figure 11 - Help Tab 
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Logging Tab 
The Dynamic DNS Client keeps a detailed log of all activities.  You may clear the log at any time by 

clicking on the clear button.   If you experience any errors or problems using the Dynamic DNS Client 

please contact support and provide a copy of your log. 

 

Figure 12 - Log Tab 
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Using the Dynamic DNS Client 
After you have installed and configured the Dynamic DNS Client you are ready to being using it.   The 

following section assumes you have at least one dynamic DNS service provider configured in the 

accounts tab. 

Going Online 
¢ƘŜ ǘŜǊƳ άƎƻƛƴƎ ƻƴƭƛƴŜέ ƳŜŀƴǎ ƘŀǾƛƴƎ ǘƘŜ 5ȅƴŀƳƛŎ 5b{ /ƭƛŜƴǘ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŘŜǘŜŎǘ ȅƻǳǊ ŎǳǊǊŜƴǘ 

Internet address and update all of the configured service accounts.   ²ƘƛƭŜ άƻƴƭƛƴŜέ ǘƘŜ 5ȅƴŀƳƛŎ 5b{ 

Client will check for Internet IP changes every 5 minutes and will update your dynamic DNS service 

providers when necessary.   Going online is accomplished by clicking on the Online button located at the 

bottom left corner of the Dynamic DNS Client. 

 

Figure 13 - Dynamic DNS Client Status 

If you are on the status tab you will see your most recently detected Internet address displayed and the 

current action of the Dynamic DNS Client when you click the Online button. 
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It is important to understand that when you click the Online button it will only update the service 

accounts that have been newly added or those that have a Last IP different than the currently detected 

Internet address.    This is done to meet the update abuse prevention requirements set forth by many 

dynamic DNS service providers. 

Many dynamic DNS service providers consider any update to a domain name with the same IP address 

as an abusive update.   Updates should only be made when the domain name is currently assigned to an 

IP address that is different than your currently detected Internet address.   If a service provider detects 

that a user tries to update a domain name repeatedly with the same Internet address the account may 

be blocked or deactivated. 

The Dynamic DNS Client keeps track of each update it makes to a dynamic DNS service provider; 

including the date and time of the update and the Internet address.   There are some instances where 

ȅƻǳ Ƴŀȅ Ƴŀƴǳŀƭƭȅ ǳǇŘŀǘŜ ŀƴ Lt ŀŘŘǊŜǎǎ ŦƻǊ ŀ ŘƻƳŀƛƴ ƴŀƳŜ ǳǎƛƴƎ ǘƘŜ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊΩǎ ǿŜō ǎƛǘŜ.   In 

those instances the Dynamic DNS Client may have a Last IP that is different than the actual IP set with 

the service provider.   This can cause the Dynamic DNS Client to not update the service provider after 

you click Online because the client thinks that the currently detected IP address matches the IP address 

known by the service provider.   In those cases you may need to force the service online. 

Forced Online  
In some cases you may need to override the abuse prevention system built into the Dynamic DNS Client 

and force a service online.    This can be accomplished by right clicking on the service name listed on the 

status tab and then clicking Forced Online.   You will be alerted to the risk of abuse by forcing a service 

online.   Click Yes if you wish to proceed with the process. 

Going Offline  
There may be instances where you wish to update all of your dynamic DNS service providers with an 

offline address when you choose to shut down your computer or take a hosted service offline for 

maintenance.   If you have configured an offline IP address in the preferences tab you can use the Offline 

button to update all of the service providers with your defined offline IP address.    Going offline will also 

stop the Dynamic DNS Client from doing IP detection.    To return to the online mode and have the client 

resume Internet IP detection you will need to click the Online button. 

Forced Offline  
Just like going online, when you choose to go offline the abuse prevention system will verify that the 

dynamic DNS service providers have not already been updated to the offline IP address.   In some cases 

you may need to override the abuse prevention system.   You can force the system to update the 

dynamic DNS services with the offline IP address by accomplished by right clicking on the service name 

listed on the status tab and then clicking Forced Offline.    

Status 
The very first column in the services list on the status tab is the service update status.   This will indicate 

if the last update to the service provider was successful or if it failed.   If a service does fail to update you 
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can double click on the service name to open up a small window that will display the last response 

message received from the dynamic DNS service provider.   This can help identify configuration errors 

such as incorrect service usernames and passwords. 

 

Figure 14 - Service Report 

You can also access the service report by right clicking on a service name and choosing Report from the 

menu. 

Important: If an update fails due to a network condition or network failure the client will 

automatically retry the update.   If the update failed due to invalid credentials or domain information 

then the update will not be retried. 

Minimizing the Client  
When you minimize the Dynamic DNS Client it will continue to run and monitor for IP address changes 

and report back status via a colored icon in the system tray. 

A green icon indicates that the Dynamic DNS Client is running properly and all of the dynamic DNS 

services have been updated properly. 

A red icon indicates that there is a problem with updating one or more of the configured dynamic DNS 

service providers.   Please review the status and log tabs for more information on the error. 

Closing the Client  
Closing the client will act differently depending on the version of the Dynamic DNS Client you are 

running.   If you are running the desktop version all functions of the Dynamic DNS Client will stop 

operating when you close the client.   If you are running the service version the Dynamic DNS Client will 

still continue to monitor for Internet address changes and will update the services when necessary. 

The service version of the Dynamic DNS Client will run whenever the computer is powered on and the 

Windows operating system is loaded.   To completely stop the client you will need to use the Windows 
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ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΩǎ ǎŜǊǾƛŎŜ ŎƻƴǘǊƻƭ ƳŀƴŀƎŜǊΣ  ƭƻŎŀǘŜ ǘƘŜ 5ȅƴŀƳƛŎ 5b{ /ƭƛŜƴǘ ƛƴ ǘƘŜ ǎŜǊǾƛŎŜǎ ƭƛǎǘ ŀƴŘ ǘƘŜƴ 

click on the stop icon. 

The desktop version of the Dynamic DNS Client will only function when it is actually running on the 

Windows operating system desktop. 

Account Configuration Example ɀ DynDns.org 
This section shows how to add an account to the Dynamic DNS Client for the DynDns.org dynamic dns 

service provider. 

 To add a new dyndns.org account switch to the accounts tab and click on the add button;  this will open 

up the service configuration window show below. 

 

Figure 15 - Service Configuration Window 

From the service drop down list choose DynDns.Org.   After choosing  the service you will see the service 

configuration window update with general service information and configuration options.    Figure 16 

shows the service configuration window after choosing the dyndns.org service. 
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Figure 16 - Service Configuration for DynDns.org 

Each account added to the Dynamic DNS Client should be given a unique short description.   For this 

example enter in DynDns.Org Test. 

To ensure that the the account will be active as soon as the configuration is saved, place a check in the 

active box. 

In the configuration area there is a collection of properties directly related to the DynDns.org service 

provider.   You need to enter in values for most of the properties in order for the Dynamic DNS Client to 

properly update the DynDns.Org service.     Below is a walkthrough of each property along with a sample 

value. 

¶ Username ς This is your username registered with DynDns.org.    Example:  test 

¶ Password ς This is the password assigned to your username at DynDns.org.  Example:  test 

¶ Fully Qualified Domain Name ς This is the domain name that is registered to your account at 

DynDns.org.   This is the domain name that the Dynamic DNS Client will attempt to update when 

the client goes online or when your Internet address changes.  Example:  test.dyndns.org 

¶ Wildcard ς Enabling a wildcard means that all subdomains of your Fully Qualified Domain Name 

(FQDN)  will automatically resolve to the current IP address assigned to your domain name at 
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dyndns.org.    For example if you have a FQDN of test.dyndns.org and you have wildcards 

enabled then the domain ftp.test.dyndns.org will also point to the same Internet address as 

test.dyndns.org.    If wildcard is disabled then only the specified FQDN will resolve to the IP 

address assigned to the domain at dyndns.org.  Example setting:  Yes    

¶ MX ς This allows you to specify an IP or DNS name of a computer that will handle incoming 

email for your FQDN.    This is an optional field.    Example:   mail.mydomain.com 

¶ Backup MX ς This indicates if the MX server specified above is only a backup mail server.   This 

setting is optional.    Example setting:  No 

After setting each of the configuration properties, click on the save button to add the new account to 

the Dynamic DNS Client.   If the username, password and fully qualified domain name are correct the 

Dynamic DNS Client should successful update your FQDN with your current IP address when you choose 

to άgo onlineέ. 

 

 

 


